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EXECUTIVE SUMMARY
This report provides an assessment of the current and future workforce skills requirements in Greater 
Washington’s1 technology sector. In conducting the assessment, we employed two separate and  
complementary methods. 
 
The first method used surveys and one-on-one interviews to directly gather real-time data from employers 
regarding which competency areas they were having the most difficulty filling with qualified workers, and their 
perception of existing gaps between the available workforce and their workforce needs in terms of specific  
certifications, work experience and skill requirements. Based on employer responses, we identified five specific  
hard-to-fill competency areas, created task profiles for each competency area and developed average skill 
ratings for each task. The primary advantage of this method is that it provided very detailed employer-supplied 
data on workforce needs in the technology sector at a skill and competency level. 
 
The second method used a more traditional gap analysis where we quantified the long-term workforce training 
and education needs of the region’s technology sector based on existing regional occupational projections and 
compared that demand for trained workers to the pipeline of qualified individuals coming out of associated 
postsecondary education programs within the region. The primary advantage of this method is that it provided a 
long-term perspective on potential shortfalls in the supply of trained technology sector workers at an occupation 
and academic program level.  
 
The principal findings from this assessment are as follows:  
 
1) Employers identified five specific hard-to-fill competency areas:   
 
  • Big data and analytics 
 
  • Cybersecurity and privacy 
 
  • Data center and cloud infrastructure 
 
  • Network systems 
 
  • Programming and software development 
 
2) Employers gave their highest average skill ratings to soft skills and generally indicated that  
  mastery of those tasks was a precondition of employment:   
 
  • The tasks communication – written and verbal and problem solving and critical thinking were scored the   
    first- and second-highest of any task in all five competency areas. Similarly, relationship management was 
    the third-highest scored task in three of the five identified competency areas and fourth-highest scored   
    in the remaining two, while demonstrate proper communication skills was the third-highest ranked task in   
    one competency area.  
 
  • In almost all instances at least 80 percent of respondents indicated that prospective employees must   
    exhibit mastery of these tasks as a precondition for employment.  
 

1

1 ”Greater Washington” is defined to include the Virginia localities of Arlington County, Fairfax 
County, Fauquier County, Loudoun County, Prince William County, Alexandria City, Fairfax City, Falls 
Church City, Manassas City and Manassas Park City; the District of Columbia; and the Maryland 
localities of Montgomery County and Prince George’s County. 
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3) Below soft skills, the tasks that received the highest average skill ratings from employers tended   
  to be more broadly dispersed and much more specific to individual competency areas. In addition,   
  employers were more likely to indicate a willingness to train prospective employees on these tasks.  
 
4) Some tasks that received much discussion in the one-on-one interviews with employers, unexpectedly  
  received relatively lower average skill ratings from the employer surveys:   
 
  • Although obtaining proper security clearances and familiarity with specific programming languages and  
    applications (such as Hadoop, Metasploit, Nessus, Nmap, Oracle and Python) were frequently mentioned 
    by employers in the one-on-one interviews, these tasks generally received lower average skill ratings in the   
    employer survey.  
 
  • The two exceptions to this were in network systems, where obtaining proper security clearances ranked   
    among the top 10 most highly scored tasks, and programming and software development, where familiarity   
    with specific programming languages and applications also received relatively higher average skill ratings. 
 
5)   The gap analysis corroborated many of the findings from the primary data collection effort:  
 
  • The gap analysis showed that the largest potential shortfalls between the demand and supply of trained   
    workers within the region’s technology sector were in the occupations: 1) Software Developers, Applica- 
    tions; 2) Market Research Analysts and Marketing Specialists; 3) Computer Programmers; 4) Operations   
    Research Analysts; and 5) Computer Systems Analysts.2  
 
  • Three of these five top occupations are computer and mathematical occupations.   
 
  •  In addition, two of the top five – Software Developers, Applications and Computer Programmers – were   
    also specifically identified as difficult to fill occupations in the employer surveys.   
 
  • This means that the regional shortfall in available labor supply for these two occupations was corroborated   
    using two entirely separate methods. It also points to the advantage of using two approaches – one that   
    captures more immediate needs through direct input from employers and another that uses traditional   
    data sources to identify likely long-term trends – to better assess the short- and long-term workforce   
    needs of Greater Washington’s technology sector.  
 
6)   In short, our analysis showed that the technology sector is an important part of the regional economy 
  of Greater Washington. However, to continue to grow and prosper it is vitally important that this sector 
  have access to the skilled workers that it requires. To accomplish that, it will be necessary for the  
  region to address identified gaps in the number of completers from critical regional education and 
  training programs, and to ensure that those programs are based on curriculum that specifically  
  addresses employer’s identified task and skill requirements.  

2 These occupational classifications are taken from the Bureau of Labor 
Statistics’ (BLS’) Standard Occupational Classification (SOC) taxonomy. 
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3 ”Greater Washington” is defined to include the Virginia localities of Arlington 
County, Fairfax County, Fauquier County, Loudoun County, Prince William County, 
Alexandria City, Fairfax City, Falls Church City, Manassas City and Manassas Park 
City; the District of Columbia; and the Maryland localities of Montgomery County 
and Prince George’s County.
4 “The high-tech industry, what it is and why it matters to our economic future,” 
U.S. Bureau of Labor Statistics, Michael Wilf and Dalton Terrell, May 2016.

INTRODUCTION
This report, which provides an assessment of current and future workforce skills requirements in Greater Wash-
ington’s technology sector, is divided into four sections. The Regional Technology Sector Profile section provides 
a brief summary of economic trends with the region’s technology sector. The Detailed Analysis of Identified 
High-Demand Job Categories section presents the results of a three-part process that was used to gather re-
al-time information from regional technology employers regarding current hard-to-fill job categories, and their 
perception of existing gaps between the available workforce and their workforce needs. The Workforce Gap 
Analysis section provides a broader analysis of the occupation-driven demand for trained workers within the 
region’s technology sector and the adequacy of the region’s pipeline of education and training completers to 
meet that demand. Finally, the Conclusion section draws together the findings from earlier sections to provide a 
summary and conclusion to our analysis.  
 
The report was commissioned by NVTC and produced by Mangum Economics and EDSI.

REGIONAL TECHNOLOGY SECTOR PROFILE
In this section, we provide a brief synopsis of recent economic trends in the technology sector within Greater  
Washington.3 

Composition
“Technology” is an omnipresent characteristic of the modern economy. As a result, the first step in evaluating 
recent trends and performance within the region’s technology sector was to define exactly which industries 
comprise that sector. To accomplish that task, we identified the industry classification, or North American Industry 
Classification System (NAICS) code, associated with every NVTC member. Consistent with the pervasive role that 
technology plays in the modern economy, that evaluation showed that NVTC’s membership encompasses every 
major industry sector in the economy with the exception of agriculture.

As a result, to provide some meaningful boundaries for our analysis we overlaid NVTC’s membership on a defi-
nition of the “technology sector” that has been developed by economists at the U.S. Bureau of Labor Statistics 
(BLS).4 What that analysis showed is that there were 20 industry categories within NVTC’s membership that also 
comported with BLS’ established definition of high-tech industries. Moreover, those 20 categories constituted 
fully 59 percent of NVTC’s total membership. Of these 20: one industry classification fell within the broader 
Utilities sector (comprising one percent of NVTC’s membership); six within the Manufacturing sector (comprising 
three percent of NVTC’s membership); seven within the Information sector (comprising 14 percent of NVTC’s 
membership); five within the Professional, Scientific, and Technical Services sector (comprising 41 percent of 
NVTC’s membership); and one within the Management of Companies and Enterprises sector (comprising one 
percent of NVTC’s membership).   
 
A full listing of these 20 industry classifications is provided in Table 1 below. For the remainder of this report, we 
use this roster of industries to define the technology sector in Greater Washington. 
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Industry 
NAICS 
Code 

Utilities  

Electric Power Generation, Transmission and Distribution 2211 

Manufacturing  

Resin, Synthetic Rubber, and Artificial Synthetic Fibers and Filaments Manufac-
turing  

3252 

Computer and Peripheral Equipment Manufacturing  3341 

Communications Equipment  Manufacturing 3342 

Semiconductor and Other Electronic Component Manufacturing  3344 

Navigational, Measuring, Electromedical, and Control Instruments Manufactur-
ing  

3345 

Aerospace Product and Parts Manufacturing  3364 

Information  

Software Publishers 5112 

Wired Telecommunications Carriers 5171

Wireless Telecommunications Carriers (except Satellite)  5172 

Satellite Telecommunications  5174 

Other Telecommunications 5179 

Data Processing, Hosting, and Related Services  5182 

Other Information Services 5191 

Professional, Scientific, and Technical Services   

Architectural, Engineering, and Related Services 5413 

Computer Systems Design and Related Services  5415 

Management, Scientific, and Technical Consulting Services  5416 

Scientific Research and Development  Services 5417 

Other Professional, Scientific, and Technical Services  5419 

Management of Companies and Enterprises   

Management of Companies and Enterprises  5511 

Table 1: Industry Composition of the Region’s Technology Sector  



55 6 Data Source: Virginia Employment Commission and Maryland Department of Labor, Licensing, 
and Regulation, Maryland Workforce Exchange.

Industry Employment  
Figure 1 provides a breakdown of employment in the Greater Washington technology sector in the first quarter 
of 2016 across the five broad industry classifications detailed in Table 1. As these data show, Professional,  
Scientific, and Technical Services accounts for by far the largest share of regional technology sector employment, 
followed in order of size by Information, Management of Companies and Enterprises, Manufacturing and  
Utilities. In total, the technology sector accounted for 450,825 jobs in Greater Washington in the first quarter  
of 2016, or 14.2 percent of total employment.  

Figure 1: Greater Washington Technology Sector Employment 2016:Q15 

34,683 (8%) 

45,513 (10%) 

355,576 (79%) 

12,133 (3%) 2,920 (<1%) 
Professional, Scientific, &  
Technical Services

Information 
 
Management of Companies & 
Enterprises  
 
Manufacturing 

Utilities  

To provide an understanding of recent regional employment trends within Greater Washington’s technology  
sector, Figure 2 depicts the year-over-year change in total employment in the sector between the first quarter  
of 2012 and the first quarter of 2016. Any point above the zero line in this graph indicates positive year-over-year 
employment growth, while any point below the zero line indicates a decline in year-over-year employment.  
As these data show, the region’s technology sector was heavily impacted by the federal sequester of 2013,  
rebounded late in 2014 and has since experienced decelerating employment growth.   
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Figure 2: Year-Over-Year Change in Greater Washington Technology 
Sector Employment – 2012:Q1 to 2016:Q16
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7Data Source: It should be noted that there is one exception to our use of the Virginia Employment Commission’s Northern 
Virginia staffing matrix in evaluating occupational employment within the region’s technology sector. That one exception 
pertains to those technology sector industries that were identified within the Manufacturing sector. Because of the limited 
employment footprint of this sector in Northern Virginia, those industries were not represented in the Virginia Employment 
Commission’s Northern Virginia staffing matrix. As a result, it was necessary to use the Virginia Employment Commission’s 
broader Virginia staffing matrix for those specific industries.

Occupational Employment  
Consistent with the broader goal of this report, which is to identify the workforce training needs of the technol-
ogy sector in Greater Washington, in this portion of the section we evaluate the sector from the perspective of 
occupational, rather than industry, employment. As a rule, occupational employment is not collected directly by 
state employment commissions or BLS. Instead, it is estimated from industry employment based on national, 
state and regional staffing matrices that detail the percentage of a specific industry’s employment that falls  
within specific occupations. To estimate technology sector occupational employment in Greater Washington, 
we employ a detailed staffing matrix produced by the Virginia Employment Commission for industries specific 
to Northern Virginia.7 That staffing matrix provides estimates of current and projected occupational employment 
by industry for the period from 2012 through 2022.

By mapping existing technology sector industry employment in Greater Washington into that staffing matrix, 
we are able to produce estimates of area- and sector-specific occupational employment. Table 2 lists the top 25 
largest technology sector occupations, in terms of employment by area, as derived from that analysis. 

Table 2: Estimated Technology Sector Employment – Top 25 Occupations  
(continued on next page)

Occupation

2016:Q1 Employment 

Northern 
VA 

MD 
Suburbs DC Total 

Software Developers, Systems Software 21,000 6,149 5,843 32,992 
Software Developers, Applications  18,941 5,332 5,482 29,755 
Management Analysts 16,305 6,651 6,413 29,369 
Computer Systems Analysts  15,264 3,995 3,747 23,005 
Network and Computer Systems 
Administrators 

9,545 2,581 2,414 14,540 

Computer and Information Systems 
Managers 

8,229 2,344 1,964 12,537 

General and Operations Managers  7,668 2,578 2,253 12,499 
Information Security Analysts  6,504 2,043 1,819 10,365 
Computer Network Architects  6,250 1,729 1,656 9,635 
Computer User Support Specialists  5,779 1,611 1,331 8,720 
Accountants and Auditors  5,112 1,596 1,384 8,093 
Business Operations Specialists, All Other  4,162 2,070 1,202 7,433 
Office Clerks, General  4,407 1,432 1,149 6,988 
Computer Programmers  4,317 1,023 1,059 6,399 
Executive Secretaries and Executive 
Administrative Assistant 

3,650 1,507 1,117 6,274 

Market Research Analysts and Marketing 
Specialists 

3,564 1,169 1,126 5,859 

Computer Network Support Specialists  3,659 922 822 5,403 
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Looking forward, Table 3 provides a similar listing of the top 25 technology sector occupations, in terms of 
projected additional employment between 2016 and 2022, by area. Here again, computer and mathematical 
occupations dominate the list, accounting for 31,619 additional jobs, or 61 percent of the projected additional 
employment in those top 25 occupations. 

Table 2: Estimated Technology Sector Employment – Top 25 Occupations

Occupation 

2016:Q1 Employment 

Northern 
VA 

MD 
Suburbs DC Total 

Customer Service Representatives  3,114 995 1,000 5,109 

Human Resources Specialists  3,058 949 829 4,836 
Managers, All Other 2,061 1,132 795 3,987 
Bookkeeping, Accounting, and Auditing Clerks 2,466 704 649 3,820 
Training and Development Specialists 2,260 753 771 3,784 
Civil Engineers 2,232 890 630 3,752 
Financial Analysts 2,370 689 633 3,692 
Secretaries and Administrative Assistants, 
Except Legal 

2,217 805 652 3,675 
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Occupation 

Projected Increase in Employment between  
2016 and 2022 

Northern     
VA 

MD  
Suburbs DC Total 

Computer Systems Analysts  4,766 1,173 1,195 7,133 
Software Developers, Systems Software 4,630 1,162 1,281 7,073 
Management Analysts 3,892 1,260 1,635 6,788 
Software Developers, Applications  4,223 1,045 1,230 6,498 
Network and Computer Systems 
Administrators 

1,595 402 446 2,443 

Computer Network Architects  1,541 373 409 2,324 
General and Operations Managers  1,325 381 408 2,114 
Computer and Information Systems 
Managers 

1,279 320 344 1,942 

Computer Programmers  1,047 243 259 1,548 
Human Resources Specialists 852 242 250 1,344 
Market Research Analysts and Marketing 
Specialists 

728 230 286 1,243 

Accountants and Auditors  746 205 255 1,206 
Computer User Support Specialists  774 195 209 1,179 
Information Security Analysts  748 209 216 1,173 
Training and Development Specialists 644 196 234 1,074 
Computer Network Support Specialists  664 155 167 987 
Executive Secretaries and Executive 
Administrative Assistant 

554 193 197 944 

Financial Analysts 439 119 155 713 
Office Clerks, General  390 138 126 654 
Operations Research Analysts  375 125 150 650 
Bookkeeping, Accounting, and Auditing Clerks 389 103 123 614 
Database Administrators 405          96       110 610 
Business Operations Specialists, All Other  315 134 114 563 
Technical Writers 296           76            94 466 
First-Line Supervisors of Office and 
Administrative Support  

278           79            95 453 

Table 3: Projected Increases in Technology Sector Employment – Top 25 Occupations



DETAILED ANALYSIS OF IDENTIFIED  
HIGH-DEMAND JOB CATEGORIES
In this section, we present the results of a three-part process that was used to gather real-time primary data from 
regional technology industry employers regarding those occupations and competencies that they are having the 
most difficulty filling with qualified workers, and their perception of existing gaps between the available work-
force and their needs in terms of specific certifications, work experience and skill requirements. This portion of 
our analysis was conducted by EDSI, a Michigan-based firm that specializes in working with industries and orga-
nizations to develop workforce skills requirement assessments. 

Initial Employer Survey
The first step of this three-part process involved conducting an initial survey of employers to identify and pri-
oritize those occupations and competencies employers were having the most difficulty finding qualified hires. 
These surveys were distributed electronically to participating employers’ managers, human resource directors, 
quality control staff and other selected subject matter experts identified by NVTC.  
 
Responses to that survey indicated that employers were having the greatest difficulty filling the following top 10 
occupations (ordinally ranked by percentage of responses):

  • Software developers, systems software (53.7 percent of responses) 
 
  • Software developers, applications (52.2 percent of responses) 
 
  • Information security analyst/architect/engineer/specialist  
   (38.8 percent of responses) 
 
  • Computer systems engineers/architects (32.8 percent of responses) 
 
  • Computer network architects (31.3 percent of responses) 
 
  • Computer programmers (31.3 percent of responses) 
 
  • Data analyst/engineer/scientist (31.3 percent of responses) 
 
  • Business intelligence analysts (25.4 percent of responses) 
 
  • Information technology project managers (25.4 percent of responses) 
 
  • Network and computer systems administrators (25.4 percent of responses)

In addition, responses to that survey also indicated that employers were having difficulty finding applicants with 
the following top five competencies (ordinally ranked according percentage of responses):

  • Programming and software development (63.6 percent of responses) 
 
  • Cybersecurity and privacy (50.6 percent of responses) 
 
  • Big data and analytics (42.9 percent of responses) 
 
  • Data center and cloud infrastructure (40.3 percent of responses) 
 
  • Network systems (35.1 percent of responses)

These data were then used to inform and guide the remaining steps of the process.

9
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Employer Interviews
In the second step of the process, interviews were conducted with 10 participating NVTC member company 
employers. In these interviews, participants were guided through a process to gain in-depth information on the 
following key questions:

  • What current positions are you having the hardest time filling and how many are currently open? 
 
  • Within the identified five job competency areas, what are the key tasks that are being performed? 
 
  • What type of traits do you see as being key indicators of success within these positions? 
 
  • Do you feel there are local jobseekers that possess these skills? 
 
  • As you look at your growth plans, what skills do you anticipate needing?

The majority of the time in the interviews was focused on categorizing the individualized and unique tasks that 
each organization required within the five key competency areas identified in the initial survey. Within each 
competency area, employers were asked to describe job tasks that were being conducted on a daily, weekly, 
monthly and yearly basis. During the interviews, some employers provided feedback in some but not all of the 
five identified competency areas. 

The responses from these interviews were then overlaid on a review of catalogued credentials from industry 
associations and a database of keywords, responsibilities and tasks that is part of EDSI’s Skilldex software and 
has been developed through hundreds of similar employer interviews, to create detailed and customized task 
profiles for each competency area. 

In addition to task identification, the interviews also yielded the following general observations:

  • Despite clearly spelling out that U.S. citizenship was required and the employer was unable and unwilling   
   to sponsor foreigners, the majority of applicants were still non-citizens without an existing path to  
   citizenship or work visa. 
 
  • Language and communication barriers were some of the largest areas of concern for participating  
   employers. 
 
  • Employers had easily identifiable subject matter experts on their staff. 
 
  • There was a mix of employers who had internal training resources and employers who were not able to   
   make large-scale training investments. 
 
  • Many employers required a 4-year college degree. 
 
  • Some employers were focusing on hiring for aptitude instead of qualifications. 
 
  • Customer service is a growing area of focus for all IT-based hires.
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Second Employer Survey
The third step of the process involved uploading the customized task profiles developed in step two for each 
of the five identified competency areas into the Skilldex software. All employers that were contacted in the first 
survey were then invited to participate in the second survey, where they were asked to score each task based 
on a four-point scale that quantified the skill level they required for that task. That four-point scale is depicted 
in Table 4. Within this scale, tasks that are scored three or above indicate that employers typically require new 
hires to be able perform the task immediately without training, while tasks that are scored below three indicate 
that employers are typically willing to train a new hire to perform the task. Reflecting this dichotomy, in the 
remainder of this report, tasks with an average score of three or above will be designated as “precondition of 
employment” tasks, while tasks with an average score below three will be designated as “willing to train” tasks.

Skill Rating 
Employer Perspective on 

Skill Required for Job 
Employee/Jobseeker  

Self-Evaluation 
Training Program  

Design or Credential  
Requirement 

0 No knowledge of task 
required 

Has no knowledge of task Task is not addressed in pro-
gram 

1 Awareness of the task is 
required 

Is aware of task  Program provides awareness 
of task 

2 
Task must be  
performed with  
assistance 

Can perform task with  
assistance or supervision 

Program provides skill  
to perform task with  
assistance 

3 

Task must be  
performed  
competently on  
one’s own 

Can perform task  
competently on  
one’s own 

Program provides skill to 
perform task competently on 
one’s own 

4 
Task must be taught to 
others 

Can teach the task to others Program provides skills to 
teach the task to others 

Table 4: Skilldex Task Scoring Scale
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Tables 5-9 provide a summary of the results from the second survey. More specifically, these tables detail the 
task profile developed for each competency area, the average employer skill rating associated with each task, 
the percentage of employer responses for each task that indicated it was a precondition of employment, the 
percentage of employer responses for each task that indicated it fell in the category of willing to train and the 
total number of responses in each case. Each table is rank-ordered by average skill rating (which reflects the 
average skill level required), and then within each average skill rating by the percentage of employer responses 
indicating mastery of the task is a precondition of employment (which provides an additional perspective on the 
characteristics of the distribution of responses upon which the average score is derived). 
 
One of the more obvious general observations from these findings is that soft skills received the highest skill 
rating in all five identified competency areas. Communication – written and verbal and problem solving and 
critical thinking are respectively scored the first- and second-highest across all five competency areas. Moreover, 
in almost all instances at least 80 percent of respondents scored these tasks as a precondition of employment, 
indicating that the vast majority of employers feel prospective employees must already be prepared to perform 
these tasks. Similarly, relationship management is the third-highest scored task in three of the five identified 
competency areas and fourth-highest scored in the remaining two and demonstrate proper communication 
skills is the third-highest ranked task in one competency area. 
 
In the remainder of this section, we provide a detailed drill-down of the summary results for each of the five 
identified competency areas. 

 
Big Data and Analytics  
Tables 5 provides a detailed task profile and average employer skill rating for each task in the big data and  
analytics competency area. As shown in Table 5, there were 22 specific tasks that were identified within this 
competency area through the employer interviews conducted in step two. The top 10 highest scored of those  
22 tasks were (ranked by average skill rating):  
 
  • Communication - written and verbal 
 
 ` • Problem solving and critical thinking 
 
  • Relationship management 
  
  • Create ad hoc reports 
 
  • Research publications or software implementations 
 
  • Build queries 
 
  • Maintain internal databases 
 
  • Emotional intelligence 
 
  • Conduct malicious file scanning 
 
  • Capture data footprints

Although there was a general correlation between the average skill rating for each task and the percentage of 
employers that indicated mastery of the task was a precondition of employment, there were some disconti-
nuities. In particular, among the three tasks that received an average skill rating of 2.8, emotional intelligence 
received a much higher percentage of precondition of employment responses than the other two. In addition, 
although obtaining proper security clearances and familiarity with specific programming languages and appli-
cations (such as Oracle, Python and Hadoop) were frequently discussed in the employer interviews, these tasks 
received relatively lower average skill ratings from employers in the second survey.

big data



Task Average 
Score 

% of  
Responses  
indicating 

Precondition  
of  

Employment 

% of 
Responses 
indicating 

Willingness to 
Train 

Number of 
Responses 

Communication - written and verbal  3.7 95% 5% 41 

Problem solving and critical thinking  3.6 93% 7% 41 

Relationship management 3.3 82% 18% 39 

Create ad hoc reports  3.2 78% 23% 40 

Research publications or software imple-
mentations 

3.0 77% 23% 39 

Build queries 3.0 72% 28% 39 

Maintain internal databases 3.0 72% 28% 39 

Emotional intelligence 2.8 71% 29% 38 

Conduct malicious file scanning  2.8 61% 39% 38 

Capture data footprints  2.8 59% 41% 37 

Obtain proper security clearances (Active 
TS/SCI, CI Polygraph, Security+, etc.)  

2.8 58% 42% 33 

Convert big data into outcome-based  
outputs for customers  

2.7 53% 47% 38 

Use notebook solutions 2.6 57% 43% 35 

Apply AI thinking to customer  solutions 2.5 63% 37% 35 

Use Oracle 2.4 46% 54% 35 

Design, deploy and maintain VMware  
virtual infrastructures 

2.4 45% 55% 38

Use Python 2.4 44% 56% 36 

Track data warehousing 2.4 41% 59% 37 

Design, deploy and maintain HP Server and 
SAN equipment 

2.2 43% 57% 35 

Use Hadoop 2.2 37% 63% 35 

Leverage machine learning library  2.1 31% 69% 39 

Use SAP development tools  2.1 30% 70% 33 

Table 5: Task Profile and Average Scoring – Big Data and Analytics

13



Cybersecurity and Privacy
Table 6 provides the detailed task profile and average employer skill ratings for each task in the cybersecurity 
and privacy competency area. There were 35 specific employer-identified tasks within this competency area. 
The top 10 highest scored of those 35 tasks (ranked by average skill rating) were: 

  • Communication - written and verbal 
 
  • Problem solving and critical thinking 
 
  • Relationship management 
 
  • Understanding of network routing 
 
  • Use Windows platforms 
 
  • Understanding of firewalls 
 
  • Apply fixes to a patch 
 
  • Understanding of ports and protocols 
 
  • Perform security analysis of system and networking logs 
 
  • Ensure big data security for customers

Here again, although there was a general correlation between the average skill rating for each task and the 
percentage of employers that indicated that mastery of the task was a precondition of employment, there were 
some anomalies. Specifically, among the four tasks that received an average skill rating of 3.1, use Windows  
platforms received a much higher percentage of precondition of employment responses than the other three. 
Also, just as in the big data and analytics competency area, although obtaining proper security clearances and 
familiarity with specific programming languages and applications (such as Nessus, Nmap and Metasploit) were 
frequently discussed in the interviews, employers gave these tasks lower average skill ratings. 

14



Task Average 
Score 

% of  
Responses  
indicating 

Precondition  
of  

Employment 

% of 
Responses 
indicating 

Willingness to 
Train 

Number of 
Responses 

Communication - written and verbal  3.5 91% 9% 32 

Problem solving and critical thinking  3.3 82% 18% 33 

Relationship management 3.3 78% 22% 32 

Understanding of network routing  3.2 79% 21% 33 

Use Windows platforms 3.1 83% 17% 30 

Understanding of firewalls 3.1 76% 24% 33 

Apply fixes to a patch 3.1 75% 25% 32 

Understanding of ports and protocols  3.1 73% 27% 33 

Perform security analysis of system and 
networking logs 

3.0 74% 26% 31 

Ensure big data security for customers  3.0 73% 27% 30 

Apply patching to systems, servers, depen-
dencies 

3.0 69% 31% 32 

Track digital security 2.9 72% 28% 29 

Obtain proper clearances  2.9 71% 29% 28 

Maintain security groups and controls 
within Amazon Web Services 

2.9 71% 29% 31 

Emotional intelligence 2.9 70% 30% 30 

Track server identification 2.9 70% 30% 30 

Table 6: Task Profile and Average Scoring – Cybersecurity and Privacy  
(continued on next page)
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Task Average 
Score 

% of  
Responses  
indicating 

Precondition  
of  

Employment 

% of 
Responses 
indicating 

Willingness to 
Train 

Number of 
Responses 

Scan the network looking for  
discrepancies 

2.9 68% 32% 31

Remediate active investigations  2.9 65% 35% 31 

Track security certifications  2.8 73% 27% 30 

Scan systems 2.8 72% 28% 32 

Scan a webpage for vulnerabilities  2.8 71% 29% 31 

Perform preventative  maintenance to 
track security performance  

2.8 71% 29% 31 

Conduct penetration tests  2.8 69% 31% 32 

Obtain proper security clearances (Active 
TS/SCI, CI Polygraph, Security+, etc.)  

2.8 68% 32% 28 

Track security analytics  2.8 68% 32% 31 

Ensure security of mobile applications 2.8 68% 32% 31 

Use Linux 2.8 63% 37% 30 

Monitor single sign-on 2.8 63% 38% 32 

Monitor security of third party hosting 
platforms 

2.8 63% 38% 32 

Monitor the following: SIEM, HBBS, IPS, 
Server Logs, Network Logs 

2.8 55% 45% 31 

Use Cisco platforms 2.7 58% 42% 31 

Build defense systems for platforms  2.4 45% 55% 31 

Use Nessus 2.2 43% 57% 28 

Use Nmap 2.2 41% 59% 27 

Use Metasploit 2.0 35% 65% 26 

Table 6: Task Profile and Average Scoring – Cybersecurity and Privacy
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Data Center and Cloud Infrastructure
Table 7 depicts the 38 tasks that were identified by employers in the data center and cloud infrastructure  
competency area, along with the average skill ratings for these tasks from the second employer survey. In this 
case, the top 10 highest scored tasks (ranked by average skill rating) were:  

  • Communication - written and verbal 
 
  • Problem solving and critical thinking 
 
  • Review analytics 
 
  • Relationship management 
 
  • Review Amazon Web Services performance 
 
  • Leverage Amazon Web Services  
 
  • Troubleshoot applications 
 
  • Manage customer performance issues through Amazon Web Services 
 
  • Perform administration on Amazon Web Services 
 
  • Optimize performance within Amazon Web Services

In this instance, the most notable discontinuities between the average skill rating and percentage of responses 
indicating that mastery of the task was a precondition of employment were in: 1) review analytics, 2) leverage 
Amazon Web Services, 3) emotional intelligence and 4) review node activity within Amazon Web Services, all of 
which received much higher precondition of employment percentages than other tasks with the same average 
skill rating; and 1) use Linux which received a much lower precondition of employment percentage than other 
tasks with the same average skill rating. Once again, familiarity with specific applications (such as Unix, Ruby on 
Rails, Sun Solaris, Apache Accumulo and Hadoop) received low average scores from employers. 
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Task Average 
Score 

% of  
Responses  
indicating 

Precondition  
of  

Employment 

% of 
Responses 
indicating 

Willingness to 
Train 

Number of 
Responses 

Communication - written and verbal  3.3 86% 14% 28 

Problem solving and critical thinking  3.3 82% 18% 28 

Review analytics 3.1 82% 18% 28 

Relationship management 3.1 74% 26% 27 

Review Amazon Web Services                  
performance 

3.1 74% 26% 27 

Leverage Amazon Web Services  3.0 74% 26% 27 

Troubleshoot applications 3.0 68% 32% 28 

Manage customer performance issues 
through Amazon Web Services 

2.9 70% 30% 27 

Perform administration on  Amazon Web 
Services

2.9 70% 30% 27 

Optimize performance within  Amazon 
Web Services 

2.9 69% 31% 26 

Obtain proper security clearances (Active 
TS/SCI, CI Polygraph, Security+, etc.)  

2.9 68% 32% 22 

Interact with customer to provide cloud 
support 

2.9 67% 33% 27 

Use Linux 2.9 60% 40% 25 

Emotional intelligence 2.8 73% 27% 26 

Work with cloud-based IT infrastructure 2.8 68% 32% 28 

Use Amazon Web Services 2.8 67% 33% 27 

Use big data cloud scalability 2.8 65% 35% 26 

Perform administration within a cloud 
environment 

2.8 64% 36% 28 

Use cloud-based workflows 2.8 64% 36% 28 

Review node activity within  Amazon 
Web Services 

2.7 67% 33% 27 

Table 7: Task Profile and Average Scoring – Data Center and Cloud Infrastructure    
(continued on next page)
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Task Average 
Score 

% of  
Responses  
indicating 

Precondition  
of  

Employment 

% of 
Responses 
indicating 

Willingness to 
Train 

Number of 
Responses 

Address issues with hosting platform  2.7 64% 36% 28 

Design and develop web applications with 
JavaScript 

2.7 64% 36% 28

Use Microsoft cloud solutions 2.7 62% 38% 26 

Perform server scripting 2.7 59% 41% 27 

Manage Amazon Web Services solutions 2.7 59% 41% 27 

Use Windows management platforms  2.7 59% 41% 27 

Stand up cloud infrastructures within 
Amazon Web Services 

2.7 56% 44% 27 

Use cluster monitor tools 2.6 58% 42% 26 

Address rendering issues 2.6 56% 44% 27 

Demonstrate knowledge of OSI model  2.5 52% 48% 27 

Design and develop automated analytic 
software, techniques and algorithms  

2.5 50% 50% 28 

Use Unix 2.5 46% 54% 26 

Design, deploy and maintain VMware  
virtual infrastructures 

2.5 46% 54% 26 

Use Ruby on Rails Framework  2.4 50% 50% 22 

Design, deploy and maintain HP Server  
and SAN equipment 

2.2 33% 67% 24 

Use Sun Solaris 2.2 32% 68% 22 

Use Apache Accumulo 2.1 33% 67% 18 

Apply Hadoop Distributed File System 2.0 32% 68% 25 

Table 7: Task Profile and Average Scoring – Data Center and Cloud Infrastructure
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Network Systems
Table 8 provides a detailed task profile and average employer skill rating for each task in the network systems 
competency area. As shown in Table 8, there were 18 specific tasks that were identified within this competency 
area through the employer interviews in step two. The top 10 highest scored of those 18 tasks (ranked by aver-
age skill rating) were: 

  • Communication - written and verbal 
 
  • Problem solving and critical thinking 
 
  • Relationship management 
 
  • Ensure network security 
 
  • Manage user authentication 
 
  • Track network performance 
 
  • Manage wireless networks 
 
  • Monitor switches 
 
  • Obtain proper security clearances (Active TS/SCI, CI Polygraph, Security+, etc.) 
 
  • Manage firewalls

As Table 8 indicates, the most significant anomalies between average skill rating and percentage of responses 
indicating that mastery of the task was a precondition of employment were in the tasks: 1) track network  
performance, which received a much higher precondition of employment percentage than other tasks with the 
same average skill rating; and 2) obtain proper security clearances, which received a much lower precondition of 
employment percentage than other tasks with the same average skill rating. Although, in contrast to the other 
competency areas, obtaining proper security clearances was ranked by employers among the top 10 most highly 
scored tasks in network systems. 
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Ensure network security 3.2 88% 13% 24 

Manage user authentication 3.2 84% 16% 25 

Track network performance 3.1 83% 17% 24 

Manage wireless networks  3.1 79% 21% 24 

Monitor switches 3.1 79% 21% 24 

Obtain proper security clearances (Active 
TS/SCI, CI Polygraph, Security+, etc.)  

3.1 67% 33% 18 

Manage firewalls 3.0 80% 20% 25 

Establish network adaptability 3.0 79% 21% 24 

Monitor modems 3.0 73% 27% 22 

Emotional intelligence 3.0 73% 27% 22

Track VOIP 2.9 71% 29% 21

Upgrade equipment 2.9 71% 29% 24

Perform local installations 2.8 61% 39% 23

Use Cisco platforms to monitor the net-
work 

2.7 57% 43% 23 

Perform hardware maintenance  2.6 50% 50% 22 

Task Average 
Score 

% of  
Responses  
indicating 

Precondition  
of  

Employment 

% of 
Responses 
indicating 

Willingness to 
Train 

Number of 
Responses 

Communication - written and verbal  3.4 92% 8% 24 

Problem solving and critical thinking 3.3 88% 13% 24 

Relationship management 3.3 83% 17% 23 

Table 8: Task Profile and Average Scoring – Network Systems
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Task Average 
Score 

% of  
Responses  
indicating 

Precondition  
of  

Employment 

% of 
Responses 
indicating 

Willingness to 
Train 

Number of 
Responses 

Communication - written and verbal  3.4 84% 16% 25 

Problem solving and critical thinking  3.4 84% 16% 25 

Demonstrate proper  communication skills 3.2 84% 16% 25 

Relationship management 3.2 80% 20% 25 

Perform quality checks  3.1 76% 24% 25 

Table 9: Task Profile and Average Scoring – Programming 
and Software Development (continued on next page)

Programming and Software Development
Lastly, Table 9 depicts the 52 tasks that were identified by employers in the programming and software  
development competency area, along with the average skill rating for these tasks from the second employer 
survey. In this case, the top 10 most highly scored tasks (ranked by average skill rating) were: 

  • Communication - written and verbal 
 
  • Problem solving and critical thinking 
 
  • Demonstrate proper communication skills  
 
  • Relationship management 
 
  • Perform quality checks 
 
  • Troubleshoot active issues within the platform 
 
  • Track daily reports 
 
  • Support customer implementations 
 
  • Work in an Agile development environment with Scrum 
 
  • Review code

In this instance, the most significant discontinuity between average skill rating and percentage of responses indi-
cating that mastery of the task was a precondition of employment was in the task obtain proper security clear-
ances which received a much lower percentage of precondition of employment responses than other tasks the 
same average skill rating. In addition, as one might expect, familiarity with specific programming languages and 
applications (such as Java and SQL) were scored more highly in programming and software development than in 
other competency areas and also received a larger percentage of precondition of employment responses. 
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Task Average 
Score 

% of  
Responses  
indicating 

Precondition  
of  

Employment 

% of 
Responses 
indicating 

Willingness to 
Train 

Number of 
Responses 

Troubleshoot active issues within the plat-
form 

3.0 81% 19% 26 

Track daily reports 3.0 80% 20% 25 

Support customer implementations 3.0 76% 24% 25 

Work in an Agile development environment 
with Scrum 

3.0 76% 24% 25 

Review code 3.0 75% 25% 24 

Apply principles of full-stack development 3.0 75% 25% 24 

Perform regression testing 3.0 72% 28% 25 

Use JavaScript 2.9 75% 25% 24 

Emotional intelligence 2.9 74% 26% 23 

Conduct root cause analysis  2.9 72% 28% 25 

Apply front-and back-end development 
concepts 

2.9 71% 29% 24 

Write complex code 2.9 71% 29% 24 

Use SQL 2.9 70% 30% 27 

Obtain proper security clearances (Active 
TS/SCI, CI Polygraph, Security+, etc.)  

2.9 60% 40% 20 

Use Java 2.8 74% 26% 23 

Perform vulnerability scans  2.8 71% 29% 24 

Use Microsoft Development Platforms 2.8 68% 32% 22 

Develop UI 2.8 67% 33% 24 

Develop coding algorithms  2.8 64% 36% 25 

Use XML 2.8 64% 36% 22 

Build APIs 2.8 63% 38% 24 

Perform API integrations 2.8 63% 38% 24 

Use Amazon Web Services 2.8 60% 40% 25 

Use Linux 2.7 68% 32% 25 

Table 9: Task Profile and Average Scoring – Programming 
and Software Development (continued on next page)
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Task Average 
Score 

% of  
Responses  
indicating 

Precondition  
of  

Employment 

% of 
Responses 
indicating 

Willingness to 
Train 

Number of 
Responses 

Use SQL Light 2.7 68% 32% 25 

Use CSS 2.7 67% 33% 24 

Use .NET 2.7 65% 35% 23 

Build network stacks  2.7 61% 39% 23 

Use of jQuery 2.7 61% 39% 23 

Build unique customer interfaces  2.7 58% 42% 24 

Use Python 2.5 59% 41% 22 

Use Apache 2.5 58% 42% 24 

Use J2E 2.5 57% 43% 21 

Use C# 2.5 55% 45% 20 

Use of JSON 2.5 55% 45% 22 

Develop open source platforms 2.5 54% 46% 24 

Use Ruby on Rails 2.5 50% 50% 20 

Use C++ 2.4 55% 45% 20 

Perform cross-platform development with 
Linux and Windows  

2.4 52% 48% 23 

Use Hadoop 2.4 48% 52% 21 

Use Objective C 2.4 43% 57% 21 

Table 9: Task Profile and Average Scoring – Programming 
and Software Development
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WORKFORCE GAP ANALYSIS
In this section, we provide a long-term perspective on the workforce training and education needs of the tech-
nology sector in Greater Washington by comparing the demand for trained workers within the region to the 
pipeline of qualified individuals coming out of associated postsecondary education programs within the region. 
The purpose of this analysis is to identify potential gaps, or shortfalls, between the demand and supply of trained 
workers. The method used to accomplish this analysis is not new and has been successfully employed in earlier 
studies conducted in several states.8

Demand for Trained Workers
To project the long-term workforce training and 
education needs of the technology sector in Greater 
Washington, we start with the overall occupational 
employment projections for each of these areas 
from their respective employment commissions.9 
According to these projections, between 2012 and 
2022, across all industries within Greater Washington 
there will be an average of approximately 93,079 
job openings each year. 
 
In the next step of the process, we use a crosswalk 
developed by the National Crosswalk Service Center 
to map occupations into the specific education and 
training program(s) necessary for entry into that 
occupation.10  Through this process, we are able to 
use the occupational projections for Greater Wash-
ington to estimate the occupation-driven demand 
for trained workers within the region.11 

Supply of Graduates
To estimate the likely supply of graduates within the education and training programs identified in the demand 
analysis, we use 2014-15 completions data from the National Center for Education Statistics’ IPEDS Data Center 
for all colleges and universities within Greater Washington.12  

8 Similar methods are used in at least nine states (California, Georgia, Idaho, Illinois, New Jersey, Tennessee, Texas, Utah 
and Virginia) to project anticipated education and training demands. For an exposition of this method see, William J. 
Drummond and Jan L Youtie, “Occupational Employment, Demand for College Graduates, and Migration: A Statewide 
View,” a report to the Board of Regents, University System of Georgia, 1999. For an example of how this method has 
been used previously in Virginia see, A. Fletcher Mangum, “System-Wide Needs Assessment for Virginia Education,” 
State Council of Higher Education for Virginia, March 28, 2002, p.90.
9In Virginia, occupational employment projections are produced by the Virginia Employment Commission. In Maryland, 
these projections are produced by the Maryland Department of Labor, Licensing, and Regulation. In D.C. they are 
produced by the D.C. Department of Employment Services.
10 The National Crosswalk Service Center (NCSC) is funded by the U.S. Department of Labor, Employment and Training 
Administration. The specific NCSC crosswalk used in this analysis is the 2010 Standard Occupational Classification 
Crosswalk to 2010 Classification of Instructional Programs. This crosswalk identifies the prerequisite instructional 
programs (classified according to the National Center for Educational Statistics’ 2010 Classification of Instructional 
Program, or CIP, code) necessary for employment in 1,364 specific occupations (classified according to the Bureau of 
Labor Statistics’ 2010 Standard Occupational Classification, or SOC, code). Often, these are many-to-many relation-
ships where a given instructional program can serve as an avenue into one of many jobs, or one of several instructional 
programs can serve as a prerequisite for a given job.
11 More formally, the demand for education and training programs is calculated as:

 DCIPi = ∑Dcipji 
Where,
 Dcipji = (SOCj)(GCIPi/∑Gcipij)
and,
 DCIPi = the annual demand for instructional program i
	 ∑Dcipji = the annual demand for instructional program i across all occupation(s) j
 SOCj = the projected annual openings for occupation j 
 GCIPi = regional graduates from instructional program i 
	 ∑Gcipij = regional graduates from all instructional program(s) i related to occupation j

12 More specifically, all postsecondary education institutions located in the Virginia localities of Arlington County, Fairfax 
County, Fauquier County, Loudoun County, Prince William County, Alexandria City, Fairfax City, Falls Church City, 
Manassas City and Manassas Park City; the District of Columbia; and the Maryland localities of Montgomery County and 
Prince George’s County.
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Percentage of Regional Need Met
In the final step of the analysis, we compare the regional demand for trained workers by occupation with the pipe-
line of completers from associated regional postsecondary education programs, to identify potential gaps between 
the two. These estimates take into account the fact that the relationship between occupations and their associated 
training programs can often be a many-to-many relationship. To limit our analysis to only training gaps specific to 
the technology sector, we further restrict our findings to only those occupations that were earlier identified within 
the region’s technology sector and that also fall within those critical occupation groups that typically require a higher 
degree of training or experience13: 
 
 • Management Occupations 
 
 • Business and Financial Operations Occupations 
 
 • Computer and Mathematical Occupations 
 
 • Architecture and Engineering Occupations 
 
 • Life, Physical, and Social Science Occupations 
 
 • Legal Occupations 
 
 • Arts, Design, Entertainment, Sports, and Media Occupations  
 
The results of this analysis for those occupations that have been shown to have the 25 largest gaps between 
the regional demand for and supply of trained workers are shown in Table 10 (ordinally ranked according to 
the size of the gap). However, in interpreting the results shown in Table 10 it is important to realize that these 
numbers reflect the demand and supply of trained workers for a given occupation across all regional industries. 
This means that, although the occupations listed in Table 10 are specific to the regional technology sector, the 
demand and supply figures presented characterize the entirety of the regional labor market, which would include 
the workforce demands of any non-technology sector industries that are also competing for those workers. 
 
In this table:  
 • Occupation – is the title of the selected occupation.  
 • Annual Openings – is the estimated number of average annual openings in this occupation in Greater   
   Washington between 2012 and 2022.  
 • Educ. Req. – is the most commonly associated degree level for individuals employed in the selected   
   occupation.  
 • Cert. – is the number of individuals who completed a certificate program in the region in the 2015-16   
   academic year that is necessary for entry into the selected occupation.  
 • Assoc. – is the number of individuals who completed a two-year Associate’s program in the region in the  
   2015-16 academic year that is necessary for entry into the selected occupation.  
 • BA – is the number of individuals who completed a four-year Bachelor’s program in the region in the   
   2015-16 academic year that is necessary for entry into the selected occupation.  
 • MA – is the number of individuals who completed a Master’s program in the region in the 2015-16  
   academic year that is necessary for entry into the selected occupation.  
 • PhD – is the number of individuals who completed a doctoral (PhD) or first professional program (e.g., JD)   
   in the region in the 2015-16 academic year that is necessary for entry into the selected occupation.  
 • Total – is the total pipeline of individuals who completed postsecondary programs that are necessary for   
   entry into the selected occupation in the region in the 2015-16 academic year.  
 • Gap – is the difference between the number of annual openings, and the pipeline of qualified regional 
   graduates, associated with the selected occupation. Or in other words, the likely annual shortfall between   
   the demand for, and supply of, trained workers in that specific occupation.  
 • % of Demand Met – is the percentage of the annual demand for trained workers in the selected  
   occupation that is met by graduates from associated regional postsecondary education programs.

13More specifically, this list excludes occupations that: 1) typically do not require a high degree of 
training or experience such as Sales and Related Occupations, and Office and Administrative Support 
Occupations, or 2) although employed within the industries that we have defined as high-tech, are not 
themselves typically considered technology-related occupations, such as Construction and Extraction 
Occupations; Installation, Maintenance, and Repair Occupations; and Production Occupations.
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Technology Sector 
Occupation 

Annual 
Openings 

Educ. 
Req. Cert Assoc. BA MA Doc. Total Gap 

% 
Demand 

met 

Software Developers, 
Applications 

1,400 BA 10 169 189 226 7 601 799 43% 

Market Research Analysts 
and Marketing  Specialists

845 BA 1 2 269 21  292 552 35% 

Computer Programmers  468 BA 10 30 13 48 1 102 365 22% 

Operations Research  
Analysts 

359 MA 5  2 1  8 351 2% 

Computer Systems Analysts  1,298 Assoc 105 195 504 191 20 1,015 283 78% 

Financial Analysts 488 BA   134 71  205 282 42% 

Logisticians 235 BA  2 1 15  18 216 8% 

Computer Hardware 
Engineers 

222 BA   5 2  8 214 3%

Paralegals and Legal 
Assistants 

340 BA 30 44 3 51  127 212 38% 

Technical Writers 207 Assoc 1     1 206 1%

Public Relations and 
Fundraising Managers 

187 BA   2 55  57 130 30% 

Property, Real Estate, and 
Community Association 
Managers 

181 BA 1   52  52 128 29% 

Table 10: Top 25 Identified Training Gaps within the 
Regional Technology Sector (continued on next page)

A review of Table 10 shows that the largest gaps, in terms of shortfalls in the pipeline of completers from associated 
regional education and training programs, were for the occupations: 1) Software Developers, Applications; 2) Market 
Research Analysts and Marketing Specialists; 3) Computer Programmers; 4) Operations Research Analysts; and 5) 
Computer Systems Analysts. In addition, two of the top five – Software Developers, Applications and Computer 
Programmers – were also specifically identified as difficult to fill occupations through the primary data collected in 
the first employer survey discussed in the previous section. This means that the results from two entirely separate 
methods found these two occupations to suffer from regional shortfalls in available labor supply.  
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Technology Sector 
Occupation 

Annual 
Openings 

Educ. 
Req. Cert Assoc. BA MA Doc. Total Gap 

% 
Demand 

met 

Purchasing Managers 126 BA 1 5 3 2  11 115 9% 

Mechanical Engineers 223 BA   87 16 9 112 111 50% 

Loan Officers 152 BA   35 12  47 105 31% 

Civil Engineers 299 BA   134 50 16 200 99 67% 

Architects, Except Land-
scape and Naval 

171 MA   58 33  91 80 53% 

Chemists 116 BA   26 5 9 40 76 34% 

Industrial Engineers 80 BA    4  4 76 5% 

Physicists 97 PostDoc   16 4 8 28 70 28% 

Electrical Engineers 156 BA   49 32 9 91 65 58% 

Marketing Managers 231 BA  4 127 37  168 63 73% 

Wholesale and Retail Buyers, 
Except Farm Products  

59 Some 
College  1 8   9 50 15% 

Urban and Regional Planners  52 BA    3  3 49 5% 

Electronics Engineers,  
Except Computer 160 BA   51 65 10 126 35 78% 

Table 10: Top 25 Identified Training Gaps within the 
Regional Technology Sector
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Caveats
In interpreting the results of this analysis, it is important to keep the following caveats in mind: 
 
 • Some multi-campus postsecondary education institutions report enrollment and completion data to the   
  IPEDS Data Center through their main campus only. As a practical matter, this means that all enrollments 
  and completions from all of the institution’s campuses are reported as if they were at the main campus.   
  As a result, completers from the satellite campuses of postsecondary institutions that do not have their   
  main campus in the region may not be included in the assessment of the pipeline of regional graduates. 

 • Postsecondary institutions do not report completions from non-credit or specialized workforce training   
  classes to the IPEDS Data Center. As a result, completers from these classes may not be included in the   
  assessment of the pipeline of regional graduates.  

For these reasons, the training gaps identified in Table 10 are correctly viewed as potential shortfalls in the 
regional pipeline of trained workers. They identify areas where there may be an insufficient supply of programs 
and program graduates within the region, and where further conversations with employers and education/training 
providers may be necessary.
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CONCLUSION
This report has assessed the current and future workforce skills requirements in the Greater Washington  
technology sector. In conducting this assessment, we employed two separate and complementary methods. 
The first method used surveys and interviews to directly gather real-time information from employers regarding 
which job categories they were having the most difficulty filling with qualified workers and their perception of 
existing gaps between the available workforce and their needs in terms of specific certifications, work experi-
ence and skill requirements. 

Based on employer responses, we identified five specific competency areas where employers indicated they 
were having the most difficulty finding qualified hires. Those five competency areas are: big data and analytics, 
cybersecurity and privacy, data center and cloud infrastructure, network systems, and programming and software 
development. Using employer responses and feedback from an initial employer survey, one-on-one interviews 
with employers and a more structured second employer survey, we were able to identify employer-required job 
tasks within each competency area, and the skill levels that employers required in each of those job tasks. In 
total, employers identified 22 specific job tasks within big data and analytics, 35 within cybersecurity and priva-
cy, 38 within data center and cloud infrastructure, 18 within network systems, and 52 within programming and 
software development. 

One of the most pronounced general observations that emerged from our findings is that employers gave 
soft skills the highest ratings in all five identified competency areas. Communication – written and verbal and 
problem solving and critical thinking were respectively scored the first- and second-highest of any task in all five 
competency areas. Moreover, in almost all instances, at least 80 percent of respondents indicated that prospective 
employees must exhibit mastery of these tasks as a precondition for employment. Similarly, relationship man-
agement was the third-highest scored task in three of the five identified competency areas and fourth-highest 
scored in the remaining two, while demonstrate proper communication skills was the third-highest ranked task 
in one competency area. After soft skills, the tasks that received the highest skills ratings from employers tended 
to be more broadly dispersed and much more specific to individual competency areas. 

Another general observation that emerged from our findings is that, although obtaining proper security clearances 
and familiarity with specific programming languages and applications (such as Hadoop, Metasploit, Nessus, 
Nmap, Oracle and Python) were frequently mentioned by employers in the one-on-one interviews, these tasks 
generally received lower average skill ratings from employers in the second survey. The two exceptions to this 
were in network systems, where obtaining proper security clearances ranked among the top 10 most highly 
scored tasks, and programming and software development, where familiarity with specific programming lan-
guages and applications also received relatively higher average skill ratings. 

The second method used in this analysis was a more traditional gap analysis where we quantified the long-term 
workforce training and education needs of the region’s technology sector based on current regional occupa-
tional projections and compared that regional demand for trained workers to the pipeline of qualified individuals 
coming out of associated postsecondary education programs within the region. That analysis showed that the 
largest gaps between the demand and supply of trained workers within the region’s technology sector were in 
the occupations: 1) Software Developers, Applications; 2) Market Research Analysts and Marketing Specialists; 
3) Computer Programmers; 4) Operations Research Analysts; and 5) Computer Systems Analysts.  

It is interesting to note that three of these five top occupations are computer and mathematical occupations. In 
addition, two of the top five – Software Developers, Applications and Computer Programmers – were also spe-
cifically identified as difficult to fill occupations in the first employer survey. This means that the regional shortfall 
in available labor supply for these two occupations was corroborated using two entirely separate methods. It 
also points to the advantage of using two approaches – one that captures more immediate needs through direct 
input from employers and another that uses traditional data sources to identify likely long-term trends – to better 
assess the short-term and long-term workforce needs of Greater Washington’s technology sector.  

In short, our analysis has shown that the technology sector is an important part of the regional economy of Greater 
Washington. However, to continue to grow and prosper it is vitally important that this sector have access to the 
skilled workers that it requires. To accomplish that, it will be necessary for the region to address identified gaps in 
the number of completers from critical regional education and training programs, and to ensure that those pro-
grams are based on curriculum that specifically addresses employer’s identified task and skill requirements.      
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